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This study reviewed articles on information technology governance (ITG) in the Malaysian
context and categorized the issues found in ITG implementation according to
organizational-related and human-related issues. It further analysed the impact and role of
information technology (IT) human capability in ITG implementation in developing
countries like Malaysia, which is still in the infancy stage of ITG. This study found that most
organizations in Malaysia are not only facing organizational-related issues but also
human-related issues as well. However, there are insufficient studies on how
implementation issues between organization and humans are interrelated. The roles of IT
human capability in ITG implementation has been heavily underrated as most studies
focused on ITG mechanisms and the impact of ITG on firm performance. Issues highlighted
in past studies were summarized and used to explain the roles of IT human capability in
ITG implementation. The findings revealed that the number of issues reported in the human-
related category was slightly more than organizational-related issues. This study explains
the role of IT human capability in ITG and reduces the ambiguity of IT human capability

in ITG for future research activities.

1. Introduction

Since the beginning of the 21 century, organizations
worldwide have been focusing on integrating Information
Technology (IT) into organizational business processes. IT has
emerged as one of the most important tools for organizations to
retain and improve their competitive advantage. Rapid
development in IT has enabled organizations to streamline their
operations by improving organizational agility and information
flow throughout the entire organization. Strategic alignment
between business & IT strategies has become one of the main
focuses of organizations in order to ensure that IT tools can be fully
utilized to support business decisions. However, organizations
have encountered more IT investment failures than expected.
According to Aziz et al., [1], the number of IT failures has been
growing since the last decade. Despite all the attention given, the
implementation of IT governance (ITG) has not been easy,
especially for developing country.
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2. Problem Statement

The ITG concept has become increasingly well-known to
worldwide organizations due to the importance of good IT
governance that is constantly developing at a rapid pace in support
of business decisions. The ITG concept has garnered increased
attention from scholars and practitioners around the globe but the
concept is still relatively new to Malaysia. There are numerous
ITG frameworks that are readily available for adoption, such as
Control Objectives for Information and Related Technologies
(COBIT 5.0) and Information Technology Infrastructure Library
(ITIL v3). The ITG concept has been constantly evolving as the
COBIT and ITIL frameworks have already seen multiple updated
versions up till now. Organizations have been trying to adopt
various practices and frameworks for governance purposes.
However, the implementation of ITG is a difficult process
especially for organizations in developing country like Malaysia
as there are various barriers to the adoption of ITG practices [2].
In addition, the number of studies on factors that inhibit the
positive implementation of ITG has been less than ideal, and even
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worse for developing countries. ITG awareness and practices are
severely lacking in the Asian region [3]. For a developing country
like Malaysia, where ITG implementation is still at the infancy
stage, more studies should be conducted to increase the
understanding of ITG. Lacks of ITG awareness, guidelines and
practices have also been reported concerning the public sector in
Tanzania [4]. Therefore, this study attempted to examine and
categorize ITG issues that are consistently faced by Malaysian
organizations. This study also explained why most issues are
interrelated and emphasized on how IT human capability can
mitigate ITG implementation issues.

3. Research Context
3.1. Information Technology Governance (ITG)

Due to the massive amount of attention given to the field of
ITG, researchers and experts have given various definitions and
expectations of ITG. One of the most accepted definition of ITG is
“the distribution of decision rights and accountability in order to
induce positive behaviour or patterns in managing and using IT
resources” [5]. ITG is also defined as the “utilization of
organizational capacity by the board, executives and IT
management team to formulate and implement IT strategy as well
as achieve strategic alignment between business and IT” [6]. ITGI
defined ITG as an integral part of corporate governance aided by
adequate leadership, structures and processes to ensure IT
sustainability and act as an extension of an organization’s
strategies and objectives [7].

3.2. Information Technology Capability

Although IT capability has seen various definitions in previous
studies, the definitions have been centred on “the ability to
manipulate IT resources and costs” [8]. The definition was
extended by stating that IT resources have been combined to
support business-related decisions [9]. Both definitions referred to
the ability to utilize and manipulate IT-related resources and other
complementary resources to support businesses in value-added
ways [10]. Aside from controlling IT resources, IT capability is
specifically referred to as the ability to affect organizational goals
through the control of IT-related costs [11].

IT capability is placed in between technical capabilities and IT-
related organizational capabilities. However, most of the
classifications included three of the following, namely IT
infrastructure capabilities, IT human capabilities, and IT-enabled
intangibles [8, 10-13]. IT infrastructure capabilities is defined as
the ability to provide sustainable infrastructure services to support
business-related processes or IT-related tangible assets that include
IT systems, gadgets, and various tools and applications that form
the very base of IT infrastructure and shared throughout the firm
[8,12,14]. IT human capabilities refer to the combination of
technical and managerial skills of IT professionals in solving and
attending various organizational needs [8,12]. IT-enabled
intangibles are referred to as intangibles made available due to the
utilization of IT resources. These intangibles include knowledge
assets, synergy, relationship assets, responsiveness and others
[8,10]

3.3. ITG Issues in Malaysia

Since the sources of information for ITG implementation
issues were found to be lacking in the review process, data
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collected for this study included those from studies concerning
various sectors, such as public, financial and higher education
sectors. Most organizations in Malaysia are still in the infancy
stage of ITG implementation, as reported by [2]; hence, the factor
of sector diversity is expected to have minimal effect on the
barriers to initially accept the basic implementation of ITG. This
study has classified issues faced by organizations that implement
ITG into two main categories. The first category is organizational-
related, and the second category is human-related. Further details
on the categorization and issues found will be discussed in the
section on findings.
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check
Discard
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Figure 1: Systematic Literature Review Process

4. Systematic Literature Review

The methodology used in this study was the systematic
literature review method. The guidelines for a systematic
literature review were provided by Kitchenham [15]. This type of
review is mostly used when the study intends to identify any
research gap or interpret any area of interest in a span of time.
This methodology helps the researcher to be better positioned for
future research activities according to the research gaps found in
the review process. The steps undertaken for systematic literature
review in this study are as follows: i) Define the research
questions; ii) Define key terms for searching the database; iii)
First phase literature search and selection process; iv) Define
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inclusion and exclusion criteria for the second phase selection
process; v) Data extraction and analysis; and vi) Report findings
and discussions. Figure 1 illustrates the systematic literature
review process undertaken in this study.

The first step in the systematic literature review is to define
the research questions for the literature screening process
involving the metadata in the first phase. The research questions
set for literature screening are as follows:

i) Is the article related to information technology governance?

ii) Are there any primary findings on the implementation of
information technology governance?

iii) Did the study take place in developing countries or
Malaysia?

The literature searches were conducted on 6 databases, which
were [EEEXplore, ACM Digital Libraries, Scopus, Science
Direct, Springer Link, and ProQuest. The initial search began in
November 2018 and was updated in June 2019. Some of the terms
used for literature searches only in the metadata are “information
technology governance”, “information and communication
technology governance”, “IT governance”, and “ICT
governance”. Thus, if the initial search presented 500 or more hits,
the term “Malaysia” is added to the search results, if available, or
in the full text to limit the search results to the context of this study.
Moreover, if the results yield less than 50 hits, the newly added
term ‘“Malaysia” is deleted, and the previous results are
considered. As for the literature search in Science Direct, there
were 1,297 hits after the term was added. The results were then
filtered according to articles with open accessibility. The results
of the literature searches are listed below:

i) IEEEXplore — 454

ii) ACM Digital Libraries — 158
iit) SCOPUS - 97

iv) ProQuest — 25

Next, initial screenings were carried out by referring to the
research questions. After the initial screenings, the breakdown in
the number of qualified articles were 16 articles from IEEEXplore,
7 from ACM Digital Libraries, 47 from SCOPUS, and 1 from the
ProQuest database. The inclusion and exclusion criteria for the
second phase of screening were then determined, as shown in
Table 1 below.

Table 1: Inclusion and Exclusion Criteria

Inclusion Criteria

Exclusion Criteria

Paper written in English

Paper not written in English

Full accessibility

Partial/No accessibility

Findings related to
organizations in Malaysia

Findings unrelated to
organizations in Malaysia

Findings reveal IT
governance implementation
issues and causes

Findings did not reveal IT
governance implementation
issues

Primary study

Non primary study
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In the second phase, the criteria were used in the literature
selection process after reading the full text. Finally, 11 articles
were selected, and after removing redundant articles, 10 articles
had fulfilled the criteria, and 2 additional articles outside the
database were found from previous studies and referred by related
authors in the qualified articles. A total of 12 articles had qualified
for this study. As the study focused only in the context of
Malaysian organizations, the number of qualified articles was low.
Figure 2 illustrates the number of articles published per year.

Number of articles published per year
5
4
3
2
1
0
2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018
® Years

Figure 2: Number of articles published per year

As shown in Figure 2, the number of articles published per
year is unusually low, especially after 2014. This might be
because most studies on ITG had focused on the benefits and
impact of ITG on firm performance instead of barriers to ITG
implementation. As reported in [16], most organizations that
participated in the study had a low ITG maturity level. Therefore,
this study attempted to summarize issues that consistently
inhibited the process of ITG implementations and adoption, as
well as to propose potential solutions for future studies.

Table 2 reveals that most of the articles reviewed had both
organizational and human-related issues in ITG implementation
with the exception of 2 papers where one focused solely on IT
practitioners and the other focused more on structural issues, such
as the lack of defined roles and responsibilities. Human-related
issues were mentioned 21 times and organizational-related issues
were mentioned 18 times in all 12 articles. Table 3 shows the
issues that were found in each category, while Table 4 shows the
classifications of key issues found in articles after the reviewing
process.

4.1. Organizational-related Issues

The issues in this category are regarded as issues faced during
ITG implementation due to organizational decisions pertaining to
the structure, guidelines and practices, as well as the support from
top management. Organizational issues are related to top-down
decision making where structures, responsibility and
accountability, policy, guidelines and practices as well as
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direction and goals are determined by the top management to be
implemented by the entire organization. Hence, organizational-
related issues are mostly related to the upper level of an
organization. The subcategories proposed by this study pertaining
to organizational-related issues are structure, guidelines and
practices and top management.

4.1.1.  Structure

Structure issues defined in this study refer to issues developed
due to lack of assignation in accountability and responsibility in
ITG. Structural issues are one of the most commonly found issues
faced by newcomers to ITG implementations [4, 17-20]. As ITG
is still a relatively new concept in Malaysia, organizations often
struggle to develop appropriate structures or hierarchy of power
in terms of ITG implementation. More often, a IT steering
committee and IT strategy committee should be established by
involving the Chief Information Officer (CIO). It was reported
that structural issues were not functioning well as the CIO did not
understand his/her role and responsibility in ITG [18]. Without an
appropriate structure in place, there would be lack of transparency
in the governance process and even difficulties in justifying IT-
based decisions [19]. In addition, lack of structure can lead to
communication issues [2]. Organizations will find it difficult to
refer to the personnel in-charge as no one will assume the
responsibility for related issues without a structure in place [18].
Similar issues were reported as there was a lack of a platform for
management to discuss IT-related issues [21].

4.1.2.  Guidelines and Practices

Guidelines and practices issues arise due to the lack of ITG
guidelines and practices in the organization. Guidelines and
practices are complementary factors to a reliable governance
structure, which also contributes to the creation of transparency
for justifying the ITG implementation processes [19]. The lack of
strategic guidelines for IT funding in public universities was
reported in [18]. It was revealed that IT projects that were initially
approved or agreed by the IT committee were rejected eventually
due to financial issues.

Miscommunication and improper guidelines led to a lack of
coordination between departments and facilities regarding the
utilization of IT resources. Guidelines and practices together with
areliable ITG structure prevent information disparity between the
expectations of the CIO and implementation on the ground [21].
A study on Malaysia’s public sector revealed that 76.19% of
organizations had a low ITG maturity level. Findings also showed
that IT managers expected at least an average level of ITG
practice despite the lack of proper mechanisms and exposure to
ITG practices [16].

4.1.3. Top Management

ITG should be driven and initiated from the organization’s top
level [19]. Top management support is classified as an
organizational issue because top level executives are responsible
for deciding organizational initiatives for moving forward in the
right direction. Successful ITG implementation often depends on
the top management’s initiative to offer sufficient support. In
addition, ITG implementation is also influenced by internal
organizational cultures and politics. It is important for top
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management to recognize the needs for ITG and assign
appropriate accountability according to initiatives, beginning
from the top of the organization [3].

Lack of support and commitment from top management is one
of the current issues faced by Malaysia organizations when
implementing ITG [2, 22]. Similar situations where the top
management was lackadaisical in supporting ITG was also
reported [1], which then resulted in a lack of adequate resources
to manage assigned controls as the top management willingness
to incorporate ITG into the organization’s future strategy is highly
dependent on the recognition and knowledge about the
importance of ITG.

Table 2: Key Findings

Key findings/Issues

No. | Authors Context

D26 |®w| 6|
Malaysia

Ministry of | v | V v oA
Education

Malaysia
public R NN A

university

Malaysian
senior N \

management

Malaysian
e V|
organizations

Malaysian N NI N N

s [2] organizations

Malaysian IT N

6 23] practitioners

Malaysian N
universities

Malaysian
public
universities

Malaysian NN N

9 .
[26] public sector

Malaysian N N

10 [19] public sector

Malaysian N N N N

i [16] public sector

Malaysian
financial v N \
sector

12 | [22]

Legend

Organizational-related Human-related

(4) Competencies
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o . A
(2) Guidelines and Practices S) d w?rezfzss and
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(® Top Managemen (6) Leadership
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Table 3: ITG Issues According to Categories

Key Findings/ Issues
No. Organizational-related Human-related
©) @ ® @ ® ©®
Lack of S.t cermg Lack of IT skills at basic Lack of
1 committee documented .
. level understanding
practices
Communication | Lack of approach Lack of skills .and Lack of CIO with Lack of CIO
breakdown and for funding knowledge in presence in ITG
2 adequate ITG
lack of strategy CIO and staffs understandin and
commitment g lack of IT initiative
IT accountability Recognition and
Lack of exposure knowledge from
3 . . for top
in ITG practices top management
management .
required
Lack of top Lack of adequate
4 management
human resource
support
ITG affected by Lack of to Lack of time,
culture and Communication p training, Lack of ITG
5 o . management
politics issues knowledge and awareness
support .
skills
ITG requires ITG requires
6 continuous special
commitment knowledge
Weak structure
and lack of clear
7
roles and
responsibilities
Lack of ITG Lack of CIO
Communication | coordination and Lack of capable responsibilities presence and
8 .
breakdown alignment human resources | placed on IT only effort to create
awareness
Lack of
Lack of Lack of understanding
9 governance in governance in towards the
collaboration collaboration importance of
ITG
Lack of _ Lackof ITG should be .
. justification on . ITG requires
10 accountability driven from top .
expense and leadership
and transparency management
resources
Lack of exposure Insufficient Lack of consistent .
on proper . . Lack of official
11 S proficient IT understanding on .
guidelines and directive
. personnel ITG
mechanisms
Lack of top Complexity in
12 management :
ITG practices
support
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Table 4: Classification of Key Issues

Key Findings/Issues
Organizational-related Human-related
Guidelines and Top Management Competencies Awareness and Leadership
Structure Practices Understanding
Lack of Lack of
documented adequate IT- Lack of
. Lack of top .
Lack of practices and related skills awareness and
A management . Lack of role
adequate guidelines Lack of understanding .
support in CIO
structure and Lack of adequate on ITG
. o Lack of top . Lack of IT
accountability guidelines for managerial Lack of L
: management . . initiative
collaborations accountabili skills recognition of
Lack of R4 Lack of human ITG
exposure resources

4.2. Human-related Issues

Human-related issues refer to issues originating from human
resources caused by the lack of quality, competency, and
understanding required for managing and completing tasks
required by organizations. Specifically, human-related issues in
this study refer to barriers to ITG implementation due to
insufficient personnel with quality to manage and govern IT-
related resources and issues. In human-related issues, the
personnel included in this study were the CIO and other personnel
involved in ITG from the middle to the top management level.
Three subcategories in human-related issues are competencies,
awareness and understanding as well as leadership quality.

4.2.1.  Competencies

Competency issues are often overlooked by organizations
since most of the attention is placed on ITG frameworks and
practices. Competency in this study refers to the ability of ITG
personnel to manage and complete assigned responsibilities and
practices related to ITG. The terms competency and capability are
often used interchangeably due to how closely their
interpretations are. Competence is defined as having the ability to
utilize skills, knowledge and the capacity to satisfy or achieve
current needs. Capability is defined as qualities, abilities, and the
potential to develop accordingly to meet future needs by adapting
to changes in a dynamic environment while generating new
knowledge for improving working performance [23]. Therefore,
in order to fit in the context of this study, where current ITG issues
can be safely regarded as current ITG needs, the term competency
is used in this subcategory. Most senior management and CIOs
lack knowledge and experience in ITG because ITG is a relatively
new concept compared to working skills and experience [1,3,17-
18]. In addition, it was reported that the complexity of ITG
practices was the highest ranked barrier from the technical aspect
[22]. The prerequisites for ITG personnel have been elevated as
ITG committees are required to plan, manage, and monitor IT
initiatives. ITG personnel also need to master non-technical skills
such as business strategic planning, leadership, and
communication [16]. Hence, due to the increased prerequisites for
ITG personnel, organizations have been lacking human resources
equipped with proficient skills in technical and non- technical
aspects to resolve ITG issues and challenges.
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4.2.2.  Awareness and Understanding

As mentioned previously, top and senior management need to
recognize the need for ITG to ensure smooth top-down
implementation [3]. Such recognition requires adequate
awareness and understanding about ITG. Awareness and
understanding issues refer to issues that occur due to the lack of
experience and understanding on the potential benefits of ITG in
organizations. Awareness can elevate performance and allow
accurate understanding of situations that can further lead to better
decision making by leaders [3]. The authors had further revealed
3 level of ITG awareness in reference to Endsley’s theory of
awareness [24]. The first level of awareness includes gathering
perceptual information from the surrounding and focusing on
elements that are beneficial and relevant. One example of this is
to understand the availability of resources, infrastructure, and
skills required to achieve current tasks. The second level of
awareness includes integrating perceptual information with
experiences and knowledge to assess the significance of the
context, which is the role of ITG in organizations [25]. The third
level of awareness includes projecting future elements by
anticipating the changes that can be brought to the operational
environment. Examples of third level awareness are management
of IT resources that meet organizational needs, lead the initiative
in addressing IT issues, ensure continuous alignment between
business and IT, and leverage IT potentials to enhance business
growth. It was found that top management perceives that there is
no need for ITG as there is a lack of awareness and knowledge [2].
There were no efforts by the top management to create awareness
about ITG adoption [21]. Instead, all the issues were thought to be
an IT-only responsibility, which further leads to a disoriented
alignment between strategic business and IT planning. Business
executives did not understand the strategic value of IT as it was
thought to be insignificant [26]. Business executives failed to
understand IT issues and there was a severe lack of collaboration
between business and IT. IT managers assumed a high-level of
maturity for ITG but in reality, 76.19% of the organizations were
still in position of low ITG maturity [16]. This could be due to
different levels of understanding regarding the definitions of ITG
and ITG itself. Most implementations were highly dependent on
instructions, and there was a lack of initiative to actively seek
improvement. All the issues mentioned above indicate that most
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organizations in Malaysia still lack ITG awareness and
understanding.

4.2.3.  Leadership

Leadership quality in this study refers to the ability of top and
senior management to spearhead the IT initiative in ITG
implementation. As most of the organizations are still at the
infancy stage of ITG, lower levels of the organization hierarchy
need to be guided by top management. This requires top
management to lead using the IT initiative and provide direction
from the highest level of the organization [19]. For top
management to lead, adequate knowledge about ITG is required.
Therefore, a lot of issues arise because even the top management
has a low understanding of ITG itself [18]. There is a possibility
of a lack of official directives concerning ITG, which causes the
lack of collaboration between business and IT [16]. Top
management should always initiate the active involvement of
stakeholders in ITG, while providing sufficient guides and
empowering key personnel with expectations and support. As
most personnel lack ITG knowledge and experience, top
management plays a major role in ensuring the continuity and
sustainability of ITG. Presence of the CIO was insignificant
because the responsibilities were not up to a respectable standard
[21]. There was no effort to create awareness and liaison between
business and IT. Hence, the IT department assumed all
responsibility for issues identified. Leadership in ITG is
especially vital for organizations at the infancy stage as the top
management is responsible for setting the guidelines and
directions for organizations to move forward. Newcomers to ITG
need explicit guidance or they would just become simple rule
followers instead of skilled personnel actively seeking continuous
innovation and improvement.

5. Role of IT Human Capability

IT human capability mentioned in this study refers to technical
capabilities, business capabilities and behavioural capabilities
[12]. Technical capabilities refer to technical skills and
knowledge in a specific area of expertise. Business capabilities
refer to the IT personnel’s ability to understand and manage
overall business processes and environments. Behavioural
capabilities refer to the IT personnel’s interpersonal ability to
interact effectively with others. The results show that both
organizational-related and human-related issues are major factors
that help organizations to implement ITG in Malaysia. It is
undeniable that both issues need unwavering attention from
organizations in order to implement ITG and move it in the right
direction.

ITG is more than just following rules and guidelines. ITG
requires continuous commitment from organizations to ensure
sustainability, and having competent human resources is one of
the prerequisites for future sustainability, whether in business or
ITG [25]. It has been stated that organizations might be governing
IT with less than adequate prerequisites in terms of IT capabilities
[10]. Development of ICT personnel has been one of the focuses
of the Malaysian Strategic IT Plan 2011 [26]. However, findings
indicate that there is a lack of effort or mechanisms for developing
IT personnel in the area of ITG. Although issues have been
categorized into organizational-related and human-related
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categories, both issues are interrelated as one issue can cause the
other to surface.

One of the primary issues in organizational-related issues is
the lack of adequate structure and accountability in ITG. The lack
of organizational structure is not directly related to IT human
capability, but it should be taken into consideration when forming
the ITG structure. When forming the ITG structure, organizations
should assess whether there are qualified personnel available and
accountable for ITG implementation. It is undeniable that
collaboration issues [21,26] have consistently emerged during
ITG implementation. In the selection of qualified personnel for
ITG, there is no doubt that at least certain levels of business and
behavioural capability should be considered as ITG often requires
collaborative efforts for strategic alignment purposes. This
requires personnel to possess some level of business acumen and
the capability to work well with other units when needed. It raises
further questions on whether business or IT executives should be
held accountable, as most business executives possess business
capabilities without IT skills, and most IT executives possess IT
capabilities without business skills. It does not mean that business
executives are required to possess IT capabilities but at least they
should be aware of the importance of ITG since IT executives are
now required to extend their understanding of business
knowledge [27]. It was also revealed that business and IT, which
act in collaboration, can lead to ITG effectiveness and strategic
alignment as knowledge sharing between business and IT
executives lead to a better understanding of each other’s
environment [28-29]. For example, it has been revealed that a
web-based system developed in a university aligns the entire
existing or new program with the Malaysian Qualification
Framework (MQF) [30]. Similar web-based systems can be
designed to monitor and align ITG prerequisites pertaining to
certain personnel involved. Training should be given for those
who do not meet the prerequisite capabilities for ITG.

Guidelines and practices are some of the most common issues
faced when implementing ITG. Guidelines and practices are
available through frameworks like COBIT 5.0 and ITILv3.
However, despite the availability of frameworks in the market, not
all practices and mechanisms are suitable for every organization.
One main purpose of guidelines and practices is to help and give
direction to organizations intending to implement ITG. It is also
important to practice the relevant mechanisms that help develop
positive IT behaviours throughout the entire organization. One of
the common issues with the availability of frameworks is the lack
of instructions on how to perform tasks with the right mind-set.
ITG is more than just simply following rules and guidelines.
Organizations must also implement various ITG mechanisms that
help to develop individuals with adequate capabilities so that ITG
efforts are sustainable in the future. It is important for
organizations to develop enough ITG awareness among IT
personnel through various practices and mechanisms. As reported,
organizations with awareness imbue governance-related mind-
sets into daily routines and practices [3]. Personnel with the ability
to actively lead and think using IT initiatives are better than rule
followers. Guidelines and practices provide the basis for
incorporating ITG into daily routines, but it depends on the
personnel’s capability to understand and manage tasks effectively.
In addition, only qualified IT personnel who are aware of the
importance of ITG will actively think of the processes and

320


http://www.astesj.com/

N.A.A. Hamid et al. / Advances in Science, Technology and Engineering Systems Journal Vol. 4, No. 4, 314-322 (2019)

guidelines that need to be improved and adapted to the changing
business process. Therefore, IT human capability is important for
the continuous improvement of ITG implementation in an
organization.

Gaining top management support has been an issue for
organizations in Malaysia as top management lack the
understanding of the importance of ITG. Moreover, lack of top
management support directly affects the outcome of ITG
implementation as resources are often procured with the approval
of the top management. It is important to convince the top
management about the implementation of ITG in order to gain
their support. It has been proven that new IT deployment is easier
with firm commitment from the top management [30]. However,
it is not easy to convince the top management as ITG is a long-
term project that requires various resources to succeed. Therefore,
having capable human resources that are knowledgeable in ITG
can ensure the continuity and success of ITG implementations,
especially in the future. The CIO plays an important role in
convincing top management as the CIO often acts as a liaison
between business and IT executives. The CIO who is capable of
recognizing, understanding, and relaying the importance of ITG
to the top management ensures better allocation of resources for a
smoother implementation process.

Unlike organizational-related issues, human-related issues are
directly related to IT human capability. As mentioned before,
competencies refer to the ability to satisfy current needs with
skills and knowledge. Therefore, organizations need to develop
current competencies into capabilities in order to adapt to future
challenges. Currently, ITG is presented as a brand-new challenge
that requires human resources with proficient skillsets and
capabilities for organizations in Malaysia. Most Malaysian
organizations lack competent human resources for implementing
ITG. The lack of competency generally includes IT as well as
managerial skills and knowledge, which are part of technical and
business capabilities. The issues are especially troubling for the
public sector as most public sectors have a more or less fixed
number of staffs. Therefore, a recruitment of additional experts or
capable personnel was less likely to occur unless external
expertise is specifically consulted. Hence, organizations need to
develop human resources that are proficient in ITG supplemented
by the help of various practices and mechanisms. However,
competency issues consistently emerge from organizations
suggesting that organizations are more focused on setting rules
and guidelines rather than developing capable human resources
that are supposedly accountable for ITG tasks. This creates the
culture of passive governance where actions are only taken based
on rules and instructions. As mentioned earlier, personnel
involved in ITG should be equipped with business knowledge and
ITG awareness. This can be achieved with job rotations and cross
training between business and IT units [27]. A web-based system
can be developed to record all qualifications and skills of related
personnel. All training and rotations should be provided based on
specific skills that are lacking. Qualified personnel with
cumulated experience in the task can improve the efficiency of the
process and are more inclined to offer and seek improvements for
ITG.

Another factor of passive governance comes from the lack of
awareness and understanding of ITG. ITG requires leaders with

WWwWw.astesj.com

enough understanding and knowledge about the ITG concept to
lead with IT initiative and active thinking in order to create a good
culture of governance. Results revealed that the importance of
ITG was severely underestimated by organizations. Few cases
reported that senior management did not recognize the importance
of ITG and felt that ITG was unnecessary [3,26]. There was also
a case where ITG was thought to be only as an IT responsibility
[21]. Issues like this clearly show that the roles of ITG in
organizations were ambiguous to entire organizations, or at least
to the top management and business executives. For ITG
implementation to be successful, ITG awareness must be spread
throughout the organization so that strategic alignment between
business and IT can be achieved. Organizations must reach
consensus on the role of ITG, and how it can affect organizations
moving forward. As mentioned previously, awareness allows
organizations to imbue certain mindset into daily practices. For
this case, ITG awareness prevents the culture of passive
governance and allows personnel to be actively involved in the
governance process moving forward. In this case, awareness and
understanding must be included as part of IT human capability as
both play a big role in adapting to new challenges.

In this study, leadership is listed under behaviour capability
since leadership is an essential ability to lead and interact with
others. From the leadership aspect, the CIO is expected to be in
the midst of ITG implementation. However, previous articles
reveal that CIOs in Malaysian organizations lacked leadership
qualities, especially in terms of IT initiative [16, 18-19]. In ITG’s
infancy stage, leadership plays one of the most important roles in
ITG implementation as beginners in the organization need more
guidance than ever. The CIO is seen by practitioners as the main
driver in ITG [27]. However, the CIO should not be the only one
to be held responsible for leadership issues. Anyone in the
organization who is aware of the importance of ITG should be
leading-by-example in order to create more ITG exposure. As
mentioned previously, ITG should be driven from the top
management downwards. Therefore, the top management must
take responsibility in leading the IT initiative by recognizing the
importance of instilling a successful ITG.

Finally, as mentioned by [10], the use of IT capability has been
ambiguous in the ITG literature. Therefore, this study attempted
to clear the ambiguity by exploring and explaining the role of IT
human capability in ITG implementation. This study can
contribute to future studies on the relation between ITG and IT
human capability.

6. Conclusion

In conclusion, this study explained the interrelated relations
between organizational-related and human-related issues by
justifying the role of IT human capability. This study also clarified
the ambiguity concerning the use of IT capability on ITG
literature. Through systematic literature review, it has become
clear that structure and guidelines help ITG to consistently move
in the right direction. However, without specific capabilities, such
as business, technical, and behavioural capabilities possessed by
related personnel, ITG cannot be implemented effectively since
most ITG implementation and practice requires collaboration
from both business and IT units for the sake of strategic alignment.
Therefore, it can be concluded that both organizational and human

321


http://www.astesj.com/

N.A.A. Hamid et al. / Advances in Science, Technology and Engineering Systems Journal Vol. 4, No. 4, 314-322 (2019)

factors are important for the consistency, efficiency and
effectiveness of ITG. Additionally, researchers are encouraged to
commit further studies on IT human capability and ITG
implementation in Malaysia in order to compensate the lack of
proven ITG studies in the Malaysian context. This study also
attempted to further highlight the importance and role of IT
human capability in the midst of ITG implementation and
mechanisms in order to garner more attention toward human-
related issues since developing countries like Malaysia are
affected by issues such as the lack of qualified human resources.
Therefore, organizations should pay equal attention to both
organizational and human-related issues in order to create a well-
built structure, framework, and environment that are well-suited
for ITG implementation at the infancy stage.
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